f ¥ XtensionIT

Multi Entity Management
for
Microsoft Dynamics

Business Central

How-to
Setup Cross Database

replication

L W,

www.xtensionit.com




¥ XtensionIT

Table of Contents

1.1 SETUP GUIDE FOR CROSS DATABASE REPLICATION.....ccceseruerieeererieniereennes 2
1.2 SUBSCRIBER DATABASE, REPLICATION SETUP. ....ccctviririirieneerieieeeeeieseennes 2
1.2.1  INITIAL SETUP...octiitiiteteieiiettete st se et sae e esessesse e ssessesseseeseesesseasessens 2
1.2.2 CROSS DATABASE SETUP ....c.tririirtirierieieieeeieeteste st st st st eeesnesne e 2
1.2.3  SETUP WEB SERVICES .....eeutiuiriiriiniinienienieeeeeieeieeresiesiestesseseeseeesesseseens 3
1.3 SETTING UP PUBLISHER DATABASE .....ccceitirieieieieeieeie et 5
1.3:1  INITIAL SETUP...octiitiiteieieicettet sttt sttt sttt st sttt sbe e 5
1.3.2 TEMPLATE COMPANY SETUP ....ovuiriiieieiieieeiiniesiesie e sieeeeeseeiesiesiesie e 5
1.3.3 CROSS DATABASE SETUP ....ceiieirtisierterieeeeeeeseeressessessessessesesessessessens 6
1.3.4  REPOSITORY LIST ..ocuiiieiiiiiieteicesie ettt 7
1.3.5 SUBSCRIBER COMPANIES ......coctrirtirierienieienieiesiesrestesiessesseeeeeessesseseens 7
1.3.6  REPLICATION SETUP....c.etitiiitiriinienieniesieieeteeete st ste st sie st esesiesne e 9
1.4 AUTHENTICATION METHODS. .....cvevevevereteteietereseeesssesesessssssssssssssssesesesesesesenas 11
1.4.1 BASIC OR SERVICE-TO-SERVICE AUTHENTICATION. ..c.cevvverririeriennee 11
1.4.2 BASIC AUTHENTICATION — INITIAL SETUP.....coiriiriiieieieieeieeienieseeniene 11
1.4.3 SERVICE-TO-SERVICE AUTHENTICATION — INITIAL SETUP................. 13
1.5 NOTES ON CROSS DATABASE REPLICATION ....ccocveviuiirieteiiessereseessesessnnas 19
1.6 TROUBLESHOOTING .....ccirievetieiieretesiseesesesessesesesessesesessssesesesessesesessssesesassssenes 20

1.6.1 PUBLISHER DATABASE IS “C/SIDE” BASED AND THE SUBSCRIBER DATABASE IS AL
BASED. 20

1.6.2 ONPREM DATABASES BOTH PUBLISHER AND SUBSCRIBER. ............. 20

1.6.3 THE SUBSCRIBER DATABASE IS SETUP WITH “WINDOWS AUTHENTICATION”.
20

1.6.4 SOAP EXCEPTION BUSINESS CENTRAL 16.....cccccvvvrieieieieieeeeeennns 20

1.6.5 SOAP URL CONTAINING “DEFAULT” MORE THAN ONCE. .........cocu..... 21

Version 2.00 ( 16.02.2023) Page 1af21



¥ XtensionIT

1.1 Setup Guide for Cross Database replication.

This Guide describe how to setup Multi Entity Management to perform data replication between
Companies located in separate Environments or Databases.

1.2 Subscriber Database, replication setup.

Start the setup with the dependent company in the subscriber environment/database. After the
preparation, all the replication setups will be managed in the Publisher Database with the Template
Company holding the Master Data.

1.2.1 |Initial Setup
Start Business Central with the Role “Master Data Manager”

Edit - My Settings - LRN 7 X

Master Data Manager

CRONUS Subscriber Company

Go to “About Multi Entity Management” Page

<« ) 0o/

About Multi Entity Management

3 Create Template Setup Data 4§ Update Permission Sets B Update License Key 4 Change Warning Period ***

Manufacturer

Name XtensionIT Country Denmark

Street Jernbanegade 1, 2 E-mai

5000 Odense C Home Page https://www.xtensionit.com,

Product Version

5.0.1.2100 Replication status: Enabled

Dat 5.0.1.2100

License Information >

Activate function: “Create Template Setup Data”
For Microsoft Dynamics 365 Business Central, version 17 and below.

o Activate function: “Update Permissions Sets”.

1.2.2 Cross Database Setup

Go to the “Cross Database Setup”
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Dynamics 365 Business Central

CRONUS Subscriber Company Master Data Business Rules Setup Data Posting Groups Setup
Actions
4+ New > General > ChangeSetup > ReportSelection > Multi Entity Management
B Companies
Monitoring

4 Template Company Setup

Check Master Data
[ Replication Schema

Customers - Vendors - Vendors - Pay... || Resources -
Blocked Blocked on Hold Blocked # Cross Database 3% Cross Database Setup

O @ For Subscribers

22 For Publishers

>

When the Page “Cross Database Setup” is opened, Multi Entity Management performs an

automatic setup.

Please note that the “General” section, is only used, if the Subscriber Company, also acts as
a Cross Database Publisher.

& @ e + ® vsawd [0 o/
Cross Database Setup

@3 Create AAD App.

General

Publisher ID {6882698a-82db-40c5-936a-26... Publisher Description | CDB Subscriber Company

Repository

Repository ID {339217b6-7f6-423b-97de-a40... Repository Version Ti...

Last Reg

API

API Client Id {00000000-0000-0000-0000-0000! APl User

API Application

After the Page have been shown on the screen, close it again.

1.2.3 Setup Web services

Go to the page “Web Services”

Dynamics 365 Business Central

CRONUS Subscriber Company Master Data Business Rules Setup Data Posting Groups Setup System Setup =
Actions
+ New > General > Change Setup > Report Selection > Multi Entity Management

B Companies

Monitoring
3 Template Company Setup

Check Master Data
[0 Replication Schema

Customers - Vendors - Vendors - Pay... | Resources -
Blocked Blocked on Hold Blocked # Cross Database 3 Cross Database Setup
O @ For Subscribers B8 Web Services

%% For Publishers

>
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At the page “Web Services” choose “Edit List”.

Add Codeunit 5397816 “XTEMEMSubscriber Data Service” to the list.
Give the service a prober name in the field “Service Name”.

Set a Checkmark in the field “Publish”

Add Codeunit 5397819 “XTEMEM Subscr Mgt Svc Interf” to the list and insert a prober name
| the field “Service Name”.

Give the service a prober name in the field “Service Name”.

Set a Checkmark in the field “Publish”

When publishing the two webservices, an URL is created in field “SOAP URL” for each

webservice.
Dynamics 365 Business Central Ssandbox Q 0O @
= 0o
Search —+ N B Edit List Delets & Reload A [ =

Activate both webservice URL to check that they are working.
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1.3 Setting up Publisher Database

The next step is preparing the Publisher Database with the Template Companies to transferring Data.
After the preparation the Master Data is ready for replication.

1.3.1 |Initial Setup

Start Business Central with the Role “Master Data Manager”

Edit - My Settings - LRN 7 X

Role Master Data Manager

CRONUS Publisher Company

Go to “About Multi Entity Management” Page

@ y “ o & 0o~
About Multi Entity Management
3 Create Template Setup Data 4 Update Permission Sets B Choose License Company

Manufacturer

Name XtensionIT Country Denmark

Jembanegade 1, 2

5000 Odense C Home Page

Product Version

4.0.1.1900 Data-Version 4.0.1.1900

License Information >

Activate function: “Create Template Setup Data”
For Microsoft Dynamics 365 Business Central, version 17 and below.

o Activate function: “Update Permissions Sets”.

1.3.2 Template Company Setup

Go to the “Template Company Setup” and do the “Template Setup” for your Publishing
Company, so it is marked as a “Template Company”
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Template Setup Card

»
@
3
8
[

ER Copy Template Setup
General >
Template For Manage 2 =B
New Line X Delete Line Fields Associated Tables Subscriber Companies 3
Table No.
15 0 0
- (] 0 0
Dependent on >
& Template Setup List 0o 2
O Search Manage [ Edit Template Setup.. [ Edit Replication Setup... More options e Y =

ny Name

CRONUS International ...

My Company

1.3.3 Cross Database Setup

Go to the “Cross Database Setup”

Dynamics 365 Business Central

CRONUS Publisher Company Master Data

Business Rules

ACTIONS
+ New > General > Change Setup > Report Selection
Activities

Monitoring

CHECK MASTER DATA

CUSTOMERS - VENDORS - VENDORS - PA.. RESOURCES -

BLOCKED BLOCKED ON HOLD BLOCKED

Setup Data Posting Groups Setup System Se

> Multi Entity Management

B Companies

38 Template Company Setup

[ Replication Schema

3 Cross Database Setup

# Cross Database

&% For Publishers

= (@ + @
Cross Database Setup

General

SAVED

{9eb3ac58-fdb4-495¢-856a-d2d...

Publi

CRONUS Publisher Company

The field “Publisher Description” is filled with a proper name.
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1.3.4 Repository List

Go to the “Repository List”

Dynamics 365 Business Central Q 1
CRONUS Publisher Company Master Data Business Rules Setup Data Posting Groups Setup System Setup =
ACTIONS
+ New > General > Change Setup > Report Selection > Multi Entity Management
B Companies
Activities
3#* Template Company Setup
Monitoring [0 Replication Schema
CHECK MASTER DATA
@ Cross Database 4 Cross Database Setup
CUSTOMERS - VENDORS - VENDORS - PA_ | RESOURCES -
BEOCKED BLOGKED ONHOED BLOCKED 3 For Publishers 4 Subscriber Companies
0 0 0 0 T
Create a new CODE and Description
& _OSITORY CARD | WORK DATE: 1/27/2022 (y\ + ® VSAVED o
-
| General
Code REPLICATO1 Hashcode
Description MasterData CrossDatabase 01 Version Timestamp
Repositor {00000000-0000-0000-0000-00...
1.3.5 Subscriber Companies
“ - ]
Go to the “Subscriber Companies
Dynamics 365 B ss Central Q G
CRONUS Publisher company Master Data Business Rules Setup Data Posting Groups Setup System Setup =
ACTIONS
+ New > General > Change Setup > Report Selection > Multi Entity Management
B Companies
Activities
3 Template Company Setup
Monitoring [ Replication Schema
CHECK MASTER DATA
# Cross Database 4 Cross Database Setup
CUSTOMERS - | VENDORS - VENDORS - PA. | RESOURCES -
BLOCKED BLOCKED ON HOLD BLOCKED % 2
2% For Publishers 3#* Subscriber Companies

0 0 0 0 F——

Insert “Code”, “Description” and “Repository Code”

SUBSCRIBER COMPANY LIST

O Search —+ New BB Edit List i Delete  # Edit [QView W GetRepository  [® Transfer Field Ma

Code

— SUBCOMPO1 : Subscriber Company 01 REPLICATO1

Open the Subscriber Company and find the SOAP URL’s for “Subscriptions” and

“Management”
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A Not secure | mem203demo1 3bQI1SAAJ7 %2fTMAVQBCAEMATWBNAFAAMAAX& page=5397844

SUBSCRIBER COMPANY LIST

O Search —+ New B Edit List il Delete  # Edit  [d View W GetRepository [} Transfer Field Mapping [, Bind to Publisher 3 Activate Subscription {8l Data Publis

Vebservice URL Management

Code 1 Description

— SUBCOMPO1 : Subscriber Company 01 REPLICATO1

£ View- Web Services - Dynamics X |

< O @ A Notsecure | mem203demo2/BC/?page=8108wcompany=

Dynamics 365 Business Central

& WEBSERVICES

O Search +New BEEditlist [l Delete & Reload [ Open in Excel More options

SOAP URL

Object Name Service Name T ¥ en..  Pub. OData V4 URL
= Codeunit i XTEMEM Subscr Mt Sve Interf MasterDataManager Not applicable Not appliWgle hittpi//mem203demo2:7047/BC...

Codeunit XTEMEMSubscriber Data Service MasterDataSubcriber Not applicable Mot applicable™http://mem203demo2:7047/BC.

Copy the values to the “Subscriber Company Line”

SUBSCRIBER COMPANY LIST

O Search -+ New B Edit List Delete  # Edit [Q View W GetRepository  [® Transfer Field Mapping  [& Bind to Publisher

—> SUBCOMPO1 : Subscriber Company 01 REPLICATO1 hi 203d 2/BC/?runi... http: 203d 2/BC/?runi... [

Choose the Authentication Methods

o Basic Authentication/Web Access Key: Insert User/Id and Password/Key. The field
“Tenant Id” is left empty, without any value. (See section 1.4 about how to setup

authentication)

o Service-to-Service (Client Credentials): Insert Tenant Id, User/Ild and
Password/Key. (See section 1.4 about how to setup authentication)

SUBSCRIBER COMPANY LIST

O Search + New B Edit List Delete  # Edit [Q View @ GetRepository  [% Transfer Field Mapping [ Bind to Publisher 3 Activate Subscription Data Publishing Log 3 F

Code T

100000

ttp://mem203demo2/BC/runi... hitpi//mem203demo2/BC/7runi.. () LRN

SUBCOMPO1 Subscriber Company 01 REPLICATO1

Run the function “Bind to Publisher”
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o Subscriber Company successfully bound to Publisher.

°  Run the function “Get Repository”

1.3.6 Replication Setup
° ltis now time to do the Cross Database Replication setup
°  Go to the “Subscriber Companies List” and open the Page Card.

° Do the Replication Setup in the “Dependent on” section and set Checkmark in the
“Subscribe” field.
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..CATION SETUP | WORK DATE: 1/27/2022
SUBCOMPO1

+ w +/ SAVED =

¥ GetRepository & Transfer Field Mapping Bind to Publisher ¥ Activate Subscription **

General

Code SUBCOMPO1

Dependend on

Published Mapping V...

Actual Mapping Versi...

Dependend on
Template Company Name Custom  Mappi..
Teble No. t Table Name * Subsc..  Records incom..
> 15 |2 6/L Account |CRONUS Publisher Co... | | o ]
Field Mapping
Field Mapping
Use
From Field No. No  Def..
* From Field Name ToField No.  To Field Name Ms.. Value DefaultValue
|- 1 -No. 1 No. u] (u]
2 Name 2 Name [m] (m]
3 Search Name 3 Search Name m] (m)
4 Account Type 4 Account Type o a
2 Clnhal Nimancin & |Alahat Nimandan | A | M

The field mapping is

company.

Use the function “Activate Subscription” to automate the replication

¥ XtensionIT

Use the function “Transfer Field Mapping”, to transfer the records to the “Subscriber
Company”

=

TEMPLATE SETUP LIST f= o
0 Search Manage [ Edit Template Setup.. [ Edit Replication Setup.. 8 Open in Excel More options Y =
Data
Replication Schema Reporting Subscriber  Subscrip..
Company Name Name Business UnitCode  Company  Consolid.. Company  Company  available  active

o

'CRONUS Subscriber Company

Version 2.00 ( 16.02.2023)
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1.4 Authentication methods.

There is different requirement to the authentication’s methods used, when replicating data between
different version of Business Central Environments/Databases and NAV Databases.

1.4.1 Basic or Service-to-Service Authentication.

When Master Data is replicated between different Environments or Databases there is a requirement
for either Basic or Service-2-Service Authentication to validate the communication.

When a Business Central Environment is part of the replication, Service-2-Service Authentication is
required. See the table below.

Publisher Subscriber Authentication
Business Central (Saa$) Business Central (SaaS) Service-to-Service
Business Central (Saa$) Business Central (On premises) Service-to-Service
From BC version 18 or later. *)
Business Central (Saa$) Business Central (On premises) Basic
Up to BC version 17. *)
Business Central (Saa$) Microsoft Dynamics NAV Basic
BC On-premises (BC 18.0 or later) *) | Business Central (SaaS) Service-to-Service
BC On-premises Business Central (On premises) Basic
BC On-premises Microsoft Dynamics NAV Basic
Microsoft Dynamics NAV Business Central (On premises) Basic
Microsoft Dynamics NAV Microsoft Dynamics NAV Basic

*) For running the Service-2-Service Authentication on Business Central on-premises versions 18 and
19, these versions must be updated to BC 18.11 and BC 19.5 or newer.

More details can be found with the Microsoft Learn link:

https://learn.microsoft.com/en-us/dynamics365/business-central/dev-
itpro/administration/automation-apis-using-s2s-authentication

1.4.2 Basic Authentication — Initial setup

To enable the Basic Authentication methods, create a User assigned both the “Business Central
Password Authentication” and a “Web Service Access Key” in the subscriber environment/database.

Version 2.00 ( 16.02.2023) Page 11 af 21



User Card

1% ACS Setup

General

6 Effective Permissions B3 Send Email

More options

User Name

Full Name

License Type

Status

Expiry Date

Contact Email

Windows Authentica

Microsoft 365
Authentication Email
Application ID
Authentication Status
Web Service

Web Service Access Key

Disabled

7Maxuk/o6NmxRZT/xbweZVDNnU72... | ---

Access Control Service Autiiantication >

Disabled

Business Central Password Authentication

Password

User Group Memberships >

User must change password a...

(CD)

User Permission Sets >

¥ XtensionIT

Note: If the Business Central subscriber environment/database is setup with Windows Authentication,

there must be created an extra Service Tier, to handle the Webservice access with Business Central

Password Authentication.

Version 2.00 ( 16.02.2023 )
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1.4.3 Service-to-Service Authentication — Initial Setup

If the replication setup requires the service-to-service authentication, there are two steps to do.

1) Register an application in your Azure Active Directory tenant for authenticating API call against Business Central
2) Grant access for that application in Business Central

1.4.3.1 Register application in Azure Active Directory (ADD)

To register an application in Azure Active Directory, do the following steps

e  Open the Azure Portal, https://portal.azure.com

[ A Home - Microsoft Azure x B

&« C QA ) https://portal.azure.com/#home

P Search resources, services, and docs (G+/)

Welcome to Azure!

Don't have a subscription? Check out the following options.

. X
-~ N
Start with an Azure free trial Manage Azure Active Directory Access student benefits
Get 5200 free credit toward Azure products and services,  Manage access, set smart policies, and enhance security  Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services with Azure Active Directory. for Teaching after you verify your academic status.

View Learn more & Explore Learn more &'

Start

Azure services

— -
pe
oE — ® « e < =5
Createa Azure Active All resources Storage App Services Quickstart Virtual SQL databases Azure Cosmos More services
resource Directory accounts Center machines

e  Goto Azure Active Directory
e  Select App registrations and + New registration

Home > XtensionIT ApS
&2 XtensionIT ApS | App registrations = -
Azure Active Directory

+ New registration @ endpoints £ Troubleshooting () Refresh L Download (&) Preview features A’ Got feedback?
i Enterprise applications
- All applications ~ Owned applications  Deleted applications
8 Devices —

#  App registrations [ start typing 2 display name or application (client) ID to filter these .. g Add filters

When creating the App registration select the following options

Version 2.00 ( 16.02.2023) Page 13 af 21
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Home > XtensionlT ApS | App registrations

Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

MEM Cross Database Replication 0

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (XtensionIT ApS only - Single tenant)

(® Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ﬂ | [[https://businesscentral.dynamics.com/OAuthLanding htm n_l

n here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

Register an app you're working

By proceeding, yoiifee to the Microsoft Platform Policies ¢

e Name: A suitable name
e  Supported account type: Accounts in any organizational directory (Any Azure AD directory - Multitenant)

e  Redirect URI (optional): Web + https://businesscentral.dynamics.com/OAuthLanding.htm
e Register with the Register button

The App registration is now created but requires permissions setup.

e  Go to APl permissions

Home > XtensionIT ApS | App registrations

5 MEM Cross Database Replication | APl permissions = - P

£ Search | « () Refresh | AP Got feedback?

B overview . -
Configured permissions

& Quickstart ‘
Applications are authorized to call APIs when they are granted permissions by users/admins 2s part of the consent process. The list of configured permissions should

o vitegiation assistant include allthe permissions the application needs, Learn more about permissions and consent

Manage -+ Add'a permission / Grant admin consent for XtensioniT ApS
B eranding & properties API / Permissions name Type Description Admin consent req... ~ Status
D Authentication V Microsoft Graph (1)

Certificates & secrets UserRead Delegated  Sign in and read user profile No

I} Token configuration

- API permissions To view and manage permissions and user consent, try Enterprise applications.

& Expose an AP

e  Select + Add a permission to open the Request APl permissions page
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Home > XtensionIT ApS | App registrations > MEM Cross D; Request API permissions X
- MEM Cross Database Replicatic

Select an API =
[Psech ]« Orefesh | § puoinapls  APlsmyorganizationuses My APls
B overview

Configured perr  Commonly used Microsoft APIs
™ kst
. Applications are aut

# Integration assistant include all the perm Microsoft Graph

‘\ Teke advantage of the tremendous amount of data in Office 365, Enterprise Mo}
Manage + Add a permise \ " Access Azure AD, Excel, Intune, Outiook/Exchange, OneDrive, OneNote, Share]

single endpoint.

ity ~ Security, and Windows 10,
int. Planner, and more through a

B Branding & properties API / Permissions
D Authentication \ Microsoft Graph

Certificates & secrets User.Read

. Dynamics 365 Business .

Il Token configuration A\ Aaure Service Management e Flow Service
- - Programmatic access to much of the Programmatic access to data and Embed flow templates and manage

API permissions To view and manag: functionality available through functionality in Dynamics 365 Business flows

the Azt | |
e — the Azure portal Central
i App roles
e  Select Dynamics 365 Business Central
Home > XtensionIT ApS | App registrations > MEM Cross D: Request AP' permissions X
- MEM Cross Database Replicatic
< All APIs -
[—H Search P ) Refresh ] Dynamics 365 Business Central
e https; microsoft.com/bi iew/ Docs of
B overview 2
Configured perr  What type of permissions does your application require?
& Quickstart 3
Applications are aut Delegated permissions Application permissions.
# Integration assistant include all the perm .., lication needs to access the APl as the signed-in user Your application runs a5  background service or dagmon without 3
signed-in user.

Manage + Add a permis¢
B2 eranding & properties API / Permissions  Select permissions expand all
D Authentication Microsoft Graph [0 start typing a permission to filter these results

Certificates & secrets UserRead Permission Admin consent required

{1 Token configuration
/' Other permissions
-9 AP permissions To view and manag

3 access
@ Expose an API O PP O ) :
Access according to the apfffication's permissions in Dynamics 365 Business Central

App roles
N API(1)
& Owners
&, Roles and administrators = API.ReadWrite All © -
Full access to web services API
M Manifest
/' Automation
Support + Troubleshooting
N Automation.ReadWi Il @
&£ Troubleshooting ] S g © Yes

Full access to auto,
& New support request

e Select Application permissions
e  Select APl.ReadWrite.All
e  Register with the Add permissions button

e  Then Grant admin consent for your organization
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Home > XtensionIT ApS | App registrations > MEM Cross Database Replication

5 MEM Cross Database Replication | APl permissions =

P search «

B overview

& Quickstart

# Integration assistant

Manage

B eranding & properties

D Authentication
Certificates & secrets

Il Token configuration

- API permissions

Expose an AP

App roles
& Owners

&, Roles and administrators

() Refresh | & Got feedback?

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

Configured permissions

Applications are authorized to call APIs when they are granted pes

include all the permissions the application needs. Learn more aillf permissions and consent

+ Adda permlsslon[ +/ Grant admin consent for XtensionIT ApS ]

API / Permissions name Type Description
/ Dynamics 365 Business Central

APILReadWrite All Application  Full access to web services APl Yes
/ Microsoft Graph (1)

UserRead Delegated  Sign in and read user profile No

To view and manage permissions and user consent, try Enterprise applications.

e  When the Consent is granted, the Status must be marked with a Green Check

# Integration assistant
Manage

B eranding & properties
D Authentication

Certificates & secrets

Token canfiguration

9 API permissions

Configured permissions

Admin consent req...

Status

A\ Not granted for Xtensio, ,

¥ XtensionIT

sions by users/admins as part of the consent process. The list of configured permissions should

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should

include all the permissions the application needs. Lea more about permissions and consent

-+ Add a permission v/ Grant admin consent for XtensioniT ApS

API / Permissions name Type Description Admin consent req...
\/ Dynamics 365 Business Central
APLReadWrite Al Application  Full access to web services API Yes

After the permissions setup we must create the “Client secret”.

. Go to Certificates & secrets

Home > XtensionIT ApS | App registrations > [MEM Cross Database Replication

MEM Cross Database Replication | Certificates & secrets =

o«

B overview
& Quickstart
# Integration assistant
Manage
B Branding & properties
D Authentication
Certificates & secrets e
1l Token configuration

9 API permissions

®

Expose an API

& Got feedback?

Credentials enable c: to identify to the
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

C&ificates (0) Federated credentials (0)

A se

+ New client secret

Description Expires Value ®

No client secrets have been created for this application.

e  Select + New client secret to open the Add a client secret page

Version 2.00 ( 16.02.2023 )
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Status

@ Granted for XtensionIT

string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

service when receiving tokens at a web addressable location (using an HTTPS
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Home > XtensionIT ApS | App registrations > MEM Cross Databa

Repfication Add a client secret X
MEM Cross Database Replication | Certificates & secrets

Description [ Mem coB key ]
Search « &7 Got feedback?
[Pserch ] A Expires [ Recommended: 6 months V]
B overview Recommended: 6 months
Credentials enable to identify
& Quickstart scheme). For 3 higher level of assurance, we recommend using a ce 3 moriths
# Integration assistant 12 months
Manage Certificates (0)  Client secrets (0)  Federated credential: 18 months
B Branding & properties A secret string that the application uses to prove its identity wher 24 months
Custom

D Authentication b N i S
W Clie ecret

Certificates & secrets
Description Expires
Il Token configuration

AP permissions No client secrets have been created for this application.
@ Expose an API

B App roles

2 Owners

&, Roles and administrators
Ml Manifest

Support + Troubleshooting
A Troubleshooting

& New support request

o Give the Client Secret Key a proper description
o Select the lifetime of the Client Secret Key
o  Register with the Add button

e  Store the Value and Secret ID of the “Client secret” a safe place. It is not possible to restore the value again.

Home > XtensionIT ApS | App registrations > MEM Cross Database Replication

MEM Cross Database Replication | Certificates & secrets = X

P search | « AP Got feedback?
B overview
& Quickstart @ Gota second to give us some feedback? =

# Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Branding & properties

D Authentication Certificates (0) Client secrets (1)  Federated credentials (0)

Certificates & secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as apfffication password.

~
{1t Token configuration —
+ New client secret
9 APl permissions
& Expose an API Description Expires Value © Secret ID
y n D
B appiroles MEM CDB key 9/26/2024 mT) Was.. B ac4 bie.. B &

1.4.3.2 Grant access in Business Central

The Business Central Environment that receives/subscribe data from a publisher Environment /
Database must be setup to receive data and grant access.

e  Go to Multi Entity Management > Cross Database > Cross Database Setup
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Home > XtensionIT ApS | App tions

MEM Cross Database Replication =

_y

P search ‘ [ Delete & endpoints [ Preview features

B overview @ Got 2 second? We would love your feedback on Microsoft identity platform (previ
& Quickstart
#  Integration assistant A Essentials

Display name

Manage

a : bcae9335-3040-4a2b-adee-fb303
&= Branding & properties

Object ID : 8582cd4f-20f1-45e2-87e6-28¢ebe
9 Authentication
Directory (tenant) ID : dd71932¢-e885-4b61-3a3b-8¢392
Certificates & secrets .
Supported account types : Multiple organizations
{ll Token configuration
« @ ¢ + w sswed [ & 2

Cross Database Setiup

@& Create AAD App.

General >

Repository > Vi

API

API Client Id {bcae9335-3040-4a2b-adee-fb302 API User

API Application

o Insert the Application (client) ID into the API Client Id field in the APl section at the Cross Database Setup
page.

e  Go tothe Azure Active Directory Applications page and create a new application with +New

Description

Dynamics 365 Business Central for Virtual Tab... Disabled

Dynamics 365 Business Central MEM_CrossDatabase_Subscriber

Application Card

MEM CDB Replication

##* Grant Consent
General /

Client ID {bcae9335-3040-4a2b-adee-fb303d9d0721) ‘ Extension
Description MEM CDB Replication | AeeiD {00000000-0000-0000-0000-000000000000}
State Disabled . App Name

Contact Information User information
User ID {b0d6434a-0129-4257-85fb-0d72e6af0ca6}

User Name MEM CDB REPLICATION

User Groups >

User Permission Sets >

e Insert the Application (client) ID into the Client ID at the Azure Active Directory Application Card
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MEM _CrossDatabase_Subscriber O

€ Azure Active Directory Application Card
MEM CDB Replication

3+ Grant Consent

General >
User Groups Manage & =
Cod Name Company Name T
-3 D365 ADMINISTRATOR Create and set up companies CRONUS UK Ltd.
D TOMATION Dynamics 365 Automation CRONUS UK Ltd.

D365 BASIC ISV

D365 BUS PREMIUM
D365 EXTENSION MGT
D365 FULL ACCESS

User Permission Sets Manage
XTEMEM BASE MEM User
XTEMEM BASIC MEM Basic

XTEMEM MDSETUP MEM Data Manager

e Insert the User Groups and User Permissions Sets

D365 Basic ISV Access
D365 Premium Business Access
Dynamics 365 Extension management

Dynamics 365 Full access

CRONUS UK Ltd.
CRONUS UK Ltd.
CRONUS UK Ltd.
CRONUS UK Ltd.

Multi Entity Management by Xtension!T System
Multi Entity Management by XtensionIT System
Multi Entity Management by XtensionIT System

User Groups

User Permissions Sets

D365 ADMINISTRATOR

XTEMEM BASE

D365 AUTOMATION

XTEMEM BASIC

D365 BASIC ISV

XTEMEM MDSETUP

D365 BUS PREMIUM

D365 EXTENSION MGT

D365 FULL ACCESS

1.5

Notes on Cross Database replication

Please be aware, when using Cross Database replication between Databases through SOAP Web
Services, The Subscriber Database will not be able to show which Companies that are Dependent

Companies.

& TEMPLATE SETUPLIST

O Search Manage M Edit Template Setup.. [ Edit Replication Setup...

Company Name

CRONUS International Lid,

CRONUS Subscriber Company
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On the other hand, the Publisher Database, will show which if Cross Database replication is available

1.6 Troubleshooting

1.6.1 Publisher Database is “C/SIDE” based and the Subscriber Database is AL
based.

IF the Publisher Database is “C/SIDE” based and the Subscriber Database is AL based. The
“Content Encoding” must be removed from Codeunit “Subscription Web Request Mgt.”

Disable the line:

// HttpWebRequest.Headers.Add('Content-Encoding’,'gzip, deflate');

1.6.2 OnPrem Databases both Publisher and Subscriber.

OnPrem Databases both Publisher and Subscriber, must have the following added to
“Service Tier Configuration”.

o Set Checkmark in “Use NTLM Authentication”

o Set the field “Max Message Size” to minimum 5120

1.6.3 The Subscriber Database is setup with “Windows Authentication”.
Setup one Service Tier to handle all users with Windows Authentication.

Setup another Service Tier to handle the Webservice access with NavUserPassword.

1.6.4 SOAP Exception Business Central 16

The Cross Database Replication suddenly stop working.

o 2 example of error messages
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f
o The remote service has returned the following error message:

Message is closed.

I Source: CheckBindingStatus:GetRespanseFromWebService

o The remote service has returned the following error message:
Service "Codeunit/MEMMGT" was not found!

Source: CheckBindingStatus:GetResponseFromWebService

Solution: Restart of the instance.

1.6.5 SOAP URL containing “default” more than once.
The automatic created SOAP URL contains “default” more than once
o Example of incorrect url

http://<environment_name>-default:7047/BC/WS/DE Subscriber
Master/Codeunit/MemSubDataService?tenant=<environment_name>-default

Solution change the above url to

http://<environment_name>:7047/BC/WS/DE Subscriber
Master/Codeunit/MemSubDataService?tenant=default
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